NMonoxxeHue no pa60're C NnepCcoHa/ibHbIMUN AaHHbIMU

Coepa pacnpocTpaHeHMA HACTOALLEro NONOMKEHUA: B OTHOLIEHUN NepPCoHaNbHbIX AaHHbIX,
obpabatbiBaembix 000 «TAMMA» (ganee — obuiecTsa, rpynnakomnaHuim)

[TonnTMKa B OTHOLWEHUU O6pa6OTKM NnepCcoHa/IbHbIX AaHHbIX
Lenb 06paboTKM nepcoHanbHbIX AaHHbIX

1. MEAMKO-ﬂpOd)MIIaKTM‘-IeCKMG uenn, ycraHossieHne meamumHCKOro agnarHo3a, okasaHme meanumHCKnUX
yenyr;

2. Peanusaumu rpaxkgaHamm PO 3akpenneHHbix 3a HUMK KoHcTuTyumeid PO npae Ha obpalyeHve B
MeAMLMHCKME OpraHn3aumn B yCTaHOBJEHHOM MOPAAKE;

3. ObecneyeHme 3aKOHOB U MHbIX GOPM HOPMATUBHO-NPABOBbLIX aKTOB B OTHOLLIEHMM PabOTHMKOB
LleHTpa, coaencTama paboTHMKam B 06y4eHUn 1 NpoaBuxKeHun no pabote, obecneyeHnUmn IMYHOM
6e30nacHOCTN PaboTHNKOB, COBNIDAEHME OCHOBHbIX FOCYAapPCTBEHHbIX FApaHTMIA No onsaTe Tpyaa
paboTHMKOB KOHTPO/IA KOMYECTBA M KaYecTBa BbINOHAEMON paboThbl.

Kateropumu cy6bekToB, NnepcoHanbHble AaHHbIe KOTOPbIX 06pabaTbiBalOTCA B yupexXaeHun
1. Nlnua, obpaTtmnBmneca B Mpynny KOMMNaHUIA ANA OKa3aHUA MeANLUUHCKUX YCAYT.
Kateropuu obpabatbiBaembix NePCOHaNbHbIX AaHHbIX 3TOM KaTeropmm cybbeKToB:

e damuaua, UmaA, 0TYECTBO,

e [faTa porKAaeHus,

e non,

* appec,

e TenedoH,

®  aJpec 3NEeKTPOHHOM NoYThI,
®  MecTo paboThl,

® [acnopTHble AaHHble,

e UHH,

®  PEHTreHOBCKME CHUMKM,

e ¢oTorpadum,

e HeobxoAMMbl ANA NAHUPOBAHMA N OCYLLECTB/IEHMA ledeHmA (NpoTe3npoBaHmsa).

2. PaboTHMKKM O6LLecTB (B pamKax TPYAOBbIX OTHOLLEHWN).
KaTeropuu obpabaTbiBaembiX NEPCOHANbHbIX AaHHbIX 3TON KaTeropmmn cybbeKToB:

®  UAEHTUPUKALMOHHDBIN HOMep HanoronnatenblmKka (MHH);

e HOMep CTPaxoBOro CBUAETE/IbCTBA rOCYAaPCTBEHHOIO NEHCUOHHOrO CTPaxoBaHMS;
®  VHOCTPaHHbIe A3bIKK;

e CTax paboTbl;

® COCTaB cemMby;

® MacnopTHble AaHHble;

e ajpec;

e VHOPMALMA NO BOUHCKOMY YYeTy;

e TpynoBOM AOrOBOP;



® HasHayeHwus;
e npodeccnoHanbHan aTTecTaums;

e MOBbllIEHNE KBaANPUKaLUK;

e npodeccrMoHaNbHasA NepenoaroToBKa;

® rocyaapcTBeHHble M BeAOMCTBEHHbIe Harpagbl, NOYeTHble 3BaHUs;
e uHdpopmauma ob oTnyckax;

®  KOMaHAMPOBKY;

e  H60/bHUYHbIE NIUCTbI;

e TpyAoBas AeATeNbHOCTb 10 NPMeMa Ha paboTy B KNMHUKY;

e [aTa M OCHOBaHMe BbIX04a Ha NEHCUIO;

* umeloLmeca cepTUdUKaThI;

®  Ha/aMuume cyammocTeit;

e Ha/uuue 3arpaHNacnopTa;

e Bble3apl 3a rpaHuLy;

e 3apaboTHana nnaTa;

e HOMep pacyeTHOro cyeTa B baHKe;

e ¢oTorpadun.

3. KoHTpareHTbl O611ecTB (B pamMKax 3aK/1l0UeHHbIX Jl0rOBOPOB).

e KaTeropum obpabaTbiBaemMbix NEPCOHA/bHbIX AAHHbIX 3TOMN KaTeropmMm cybbeKToB:
®  UAEHTUPUKALMOHHDBIN HOMep HanoronnatenblmKka (MHH);

e  damuaua, UMA, 0TYECTBO;

® agpec MecTa XKUTeNbCTBa;

®  3/1eKTPOHHbIN agpec;

®  KOHTaKTHbIN TenedoH;

e HaHKOBCKME PEKBU3UTI.

MpaBoBoOe ocHOBaHMWe A1 06paboTKM NepcoHaNbHbIX AaHHbIX: PeaepanbHbii 3aKoH oT 27 utona 2006 T.
Ne 152-®3 «OnepcoHanbHbIX AaHHbIX»; DefepanbHblit 3aKOH oT 24 niona 1998 r. Ne 125-d3 «06
0653aTe/IbHOM COLMAIbHOM CTPaXOBaHUM OT HECYACTHbIX C/ly4aeB Ha NPOM3BOACTBE U
npodeccroHanbHbix 3aboneBaHuniiy; PeaepanbHbiii 3aKoH OT 21 Hos6pA 2011 r. N 323-93 «06 ocHoBax
OXpaHbl 340p0BbA rpaXkaaH B Poccninickon depepaupnmny»; cornacue paboTHMKOB Ha 06paboTKy
NepCcoHanbHbIX AAHHbIX; 3aK/OYEHHbIE AOFOBOPbI C KOHTPareHTaMm.

3 MepeyeHb AeicTBUIA C NePCOHANbHbIMU AaHHbIMU

C6op, 3anuncb, CUCTEMATM3ALMA, HAKOMIEHME, XPaHEHWNE, yTOUHEHUE (0BHOBNEHNE, U3MEHEHME),
n3B/iedeHne, CMo/Ib30BaHue, nepedaya (npeaocrasieHne, A0CTYN) B paMKax TPEXCTOPOHHErO
[0roBopa, No 3anpocy cyaa, Ha OCHOBaHWM HOPMATMBHO-MPABOBbIX JOKYMEHTOB, 06e3nnunsaHue,

6ﬂ0KMpOBaHMe, YOaneHune, YHUUYTOXEHNE.

O6pa60TKa BbllUEYyKa3aHHbIX NEPCOHA/IbHbIX AaHHbIX OCYLLECTBAAETCA C UCNOJZIb3OBAHUEM U 6es
ncnonb3oBaHUA CPencTB aBTomMaTusaunn.

CeepeHua 06 obecneyeHnn 6e3onacHoOCTU NepPCOHa/IbHbIX AaHHbLIX B COOTBETCTBUU C Tpe6OBaHMHMM K
3awmnTe NepCoHaibHbIX AAdHHbIX, YCTAHOB/IEHHbIMU npaBI/ITEI'IbCTBOM Po:

1. NMpaBosble U opraHU3aLUOHHbIE Mepbl 6e3onacHocTH NnepCoHaNbHbIX AAaHHbIX:

B 06LLI,€CTBaX pa3pa60TaHbl OpraHn3aunMoHHO-pacnopAaguTebHble JOKYMEHTbI, periameHTupyroume
npouecc nony4vyeHuA, O6pa6OTKVI, XpaHeHunA, nepeaayvn 1 3allTbl NE€pPCOHA/IbHbIX AaHHbIX.



2. TexHuU4eckune mepbl No obecneveHnto 6e30MacHOCTU NePCOHabHbIX AaHHbIX Npu 06paboTke,
OCYLLECTBASEMOM C UCNO/b30BaHMEM CPEACTB aBTOMaTU3aLNM:

e  O/NOKMPOBaAHUE HECAHKLMOHMPOBAHHOIO AOCTYNA K NEePCOHaAbHbIM AaHHbIM (YCTaHOBKaA
naponei goctyna Ha MN3BM, Ha

®  KOTOPbIX OCyLecTBAeTca 06paboTKa NePCoHaNbHbIX AaHHbIX);

®  1CMNO/b30BaHWE CPeACTB 3aLLMTbI MePCOHaNbHbIX AaHHbIX OT HECAaHKLUMOHUPOBAHHOIO A0CTyNa
(cucTembl pasrpaHuyYeHMsa Npae 40CTYNa K MHGOPMALMM, KpunTorpaduyeckas sawmTa,
MCMNO/Ib30BaHME NPOrpPamMm apxXMBMPOBaHUA MHGOPMALMK C UCMONb30BAHMEM MEeToaa
WNPPOBaHMA U KOANPOBaHWEM NepeaaBaeMblX AaHHbIX Ha M3BM, obpabatbiBatowmx
NnepcoHanbHble AaHHble; BeB-UHTepdENC C YCTaHOBEHHbIMU CEPTUPUKATAMM U
ayTeHTUdUKaumen nonb3osartens);

® MpepgoTBpalleHne BHeAPeHUs B UHPOPMALMOHHbIE CUCTEMbI BPEAOHOCHbIX NPOrpamm
(nporpamm-BupycoB) M NPOrPaMMHbIX 3aKNaA0K (aHTMBUPYCHbIM NakeT Microsoft Security).

Mpu 06paboTke, ocywecTsnaemoin 6e3 UCNosIb30BaHNA CPEACTB ABTOMATU3ALUU:

e 000c061EHNE NEPCOHANBHBIX AAHHbIX OT MHOW MHPOPMaLMK NyTeM GUKCALMU UX HA OTAENbHbIX
MaTepUanbHbIX

®  HOCUTenax;

e onpegeneHne NopaaKa XpaHeHMA MaTepUanbHbIX HOCUTENEe NePCOHaNbHbIX AAHHbIX U
YCTaHOB/IEHUE NepeYHa Auu,

e ocyulecTBaALWMX 06paboTKy NepCcoHaNbHbIX AaHHbIX, 1M60 MMEIOLLMX K HUM A0CTYn;

e  OrpaHuWyeHue AOCTyna NnoJsib3oBaTesielt B MOMELLEHUA, FAe XPAHATCA HOCUTENU MHbOPMaLUu;

® pasmelleHne HocuTenen nHGopmaLmMm, CoaepKaLLMX NePCOHANbHbIE AaHHbIE, B Npeaenax
KOHTPOAMPYEMOI 30HbI;

e obecneyeHune pa3aenbHOrO XpaHeHUA MaTepuanbHbIX HOCUTENE NePCOHasIbHbIX AAHHbIX,
06paboTKa KOTOpbIX

®  OCYLLECTBAAETCA B PAa3/IMYHbIX LEensx;

e cobntoaeHne ycnosuin, obecnevmBatoLLLMX COXPAaHHOCTb MEPCOHAIbHbIX AAHHbIX M UCKAHOYAOLWLMX

®  HeCaHKUMOHWMPOBAHHbIA AOCTYN K HUM: XpaHEHWE AOKYMEHTOB—HOCUTEIeN NepCOHaNbHbIX
AaHHbIX B CNeLManbHo

e 000pyAoOBaHHbIX NOMELLEHUSAX, cerdax, METANIMYECKUX LWKadaX, YCTaHOBAEHUE PELIETOK Ha
OKHa, OXPaHHO-MOXapHOM

®  CMrHanausauuu;

® poBefeHne BHYTPeHHeN NpoBepKM 6€30NacHOCTM MHPOPMALLMOHHBIX CUCTEM NEPCOHASBbHbIX
AaHHbIX y4YpeXxgeHua;

® [poBefeHNEe BBOAHOIO U TEKYLLLEFO MHCTPYKTAXKEN Ana pabOTHUKOB yupeRaeHus, AONYLLEHHbIX
K obpaboTke

® MepcoHaNbHbIX AAHHbIX.

MpaBo cybbeKTa NnepcoHaNbHbIX A4aHHbIX HAa AOCTYMN K €ro NepcoHasibHbiM AAHHbIM
1. Cy6beKT nepcoHanbHbIX AaHHbIX MMEET NPaBo Ha NoJlyYeHe CeayoLmX CBEAeHNIA:

1) noaTteepskaeHue dpakTa 06paboTKM NepcoHabHbIX AaHHbIX ONepaTopom;

2) npaBoBble OCHOBaHWA U Lenn 06paboTKM NePCOHasbHbIX AaHHbIX;

3) uenn u NnpuMeHaemble onepaTopom cnocobbl 06pPaboTKM NEPCOHANbHbIX AAHHbIX;



4) HaMMeHOBaHMe N MEeCTO HaxoXAeHWUA onepaTopa, CBeAeHNs 0 MLax (3a UCKNoYeHNneM paboTHUKOB
oneparopa), KOTopble UMEIOT AO0CTYN K NePCOHabHbIM AaHHbIM WU/IM KOTOPbIM MOTYT BbITb PacKpbITbI
nepcoHanbHble AaHHble Ha OCHOBaHMKM AOroBOPa C ONEPaTOPOM MM HAa OCHOBaHMM peaepasnbHOro
3aKOHa;

5) obpabaTbiBaeMble NepcoHanbHble AaHHble, OTHOCALMECA K COOTBETCTBYIOLLEMY CYOBEKTY
NePCOHaNbHbIX AaHHbIX, UCTOYHUK UX MOJIYYEHMS, €C/IM MHOW NOPALOK NPeacTaBNeHUs TakUX AaHHbIX He
npegycmoTtpeH ¢peaepasnbHbiM 3aKOHOM;

6) CpPOKKM 06PabOTKM NEPCOHANBHBIX AAaHHbIX, B TOM YNC/IE CPOKMN UX XPaHEHWUs;

7) NopAJOK OCYLLECTBNEHUA CYObEKTOM NEPCOHA/bHbIX AaHHbIX NPaB, NPeAyCMOTPEHHbIX HACTOALLMM
degepanbHbiM 3aKOHOM;

8) HaumeHoBaHUe UnnM Gamnanio, MMA, OTYECTBO M afipec ANLA, OCYLLLeCTBAAOLLEro 06paboTKy
NepCcoHanbHbIX AaHHbIX MO NOPYYEHMI0 onepaTopa, ecim obpaboTka NnopydyeHa unm bygeTt nopyyeHa
Takomy nuuy;

10) MHble cBeAeHMA, NPeayCMOTPEHHble HacToAlwmm deaepanbHbiM 3aKOHOM UK APYTUMM
denepanbHbIMM 3aKOHaAMMU.

Cy6'bEKT NepPCOHa/IbHbIX AaHHbIX BNpaBe TDEGOBaTb OT onepaTtopa YToO4HHEHUNA ero nepCcoHanbHbIX
AaHHbIX, UX 6!10KMpOBaHMFI UNN YHUUTOXKEHNA B C/ly4ae, eC/1 NePCOHA/IbHble AaHHbIE ABNAIOTCA
HeNo/NHbIMHU, yCTapeswWMMUN, HETOYHbIMWN, HE3AKOHHO NOJIY4YEHHbIMU NN HE ABNAKOTCA HEO6XOAMMbIMM
AanAa 3aABNEHHOM uenn O6pa6OTKM, a TaKXXe NPpUHMMaTb NpeayCcMoTpeHHblIE 3aKOHOM MEpPbI NOo 3aluTte
cBoux npas.

2. YKa3aHHble B NyHKTE 1 cBeaeHMA A0NXKHDI 6bITb npeanocTaBseHbl Cy6'b€I-(Ty NnepCoHaNbHbIX AaHHbIX
onepatopom B AOCTyI'lHOl‘;I ¢opN\e, 1 B HUX HE OO0/TXKHbI COAEPHKAaTbCA NEePCOHA/IbHbIe AaHHbIE,
OTHOCALWMECA K APYTrM CY6'beKTaM NepCoHa/bHbIX AAaHHbIX, 3a UCKNKOYEHNEM C/yHaEB, EC/IN UMEKDTCA
3aKOHHbIe OCHOBAHMA ON1A PACKPbITUA TaKNUX NEPCOHA/IbHbIX AaHHbIX.

3. YKa3saHHble B NyHKTe 1 cBeAeHNA NpeaocTaBAATCA CybbeKTy NepcoHaabHbIX AaHHbIX UK ero
npeacTaBuUTeNt0 onepaTopom npu obpalleHum AMbo Npu Noay4eHnn 3anpoca cybbekta NnepcoHanbHbIX
OaHHbIX AW ero npeacTaBuTena. 3anpoc A0/KeH coaepaTb HOMEP OCHOBHOMO JIOKYMEHTa,
YA0CTOBEPAIOLLEro IMYHOCTb Cy6beKTa NepCoHasibHbIX AaHHbIX UKW ero NpeacTaBuTens, ceeaeHns o
AaTe BblAauM YKa3aHHOMo JOKYMEHTa U BblAaBLUEM ero opraHe, cBefleHus, NoATBepKAatoLue yyactme
cybbeKTa NepcoHaNbHbIX AaHHbIX B OTHOLLEHUAX C OnepaTopom (HoMep A0rosopa, AaTa 3aK/ldeHus
[0roBopa, ycnosHoe cinosecHoe o603HadyeHme 1 (Mamn) nHble ceeaeHna), NMbo ceeaeHUA, MHbIM
obpasom noaTeepxaatoLme GakT 06paboTKM NEPCOHaNbHbIX AaHHbIX ONepaTopom, NoANMCh cybbeKTa
NepCcoHaNbHbIX AaHHbIX UK ero NpeacTaBuTens. 3anpoc MoXKeT 6biTb HanpasieH B dopme
3N1EeKTPOHHOTO AOKYMEHTa M NoAnuncaH 3N1eKTPOHHOM NoANUCbI0 B COOTBETCTBUM C 3aKOHOAATE/IbCTBOM
Poccuitckoin epepaumn.

4. B cnydae, ecam CBeAEHUA, a Tak:Ke obpabaTbiBaemble NepCcoHasibHble gaHHble 6bl1M NpeaocTaBAEHbI
ANA 03HAaKOM/IEHUA CyBbeKTY NepCOHasbHbIX AaHHbIX MO ero 3anpocy, CybbeKT NepcoHanbHbIX AaHHbIX
Bnpase 06paTUTbLCA MOBTOPHO K ONEepPaTopy WM HanpaBuTb eMy NOBTOPHbIN 3aNPOC B LLeNAX NOAyYeHUn
CBEAEHUIN M 03HAKOM/IEHWNA C TAaKUMU NEPCOHAbHLIMU AaHHBIMK He paHee Yem Yepes TpUAaLUaTb AHeN
nocse nepsBoHa4YanbHOro obpalleHmMs UM HanpaeeHns nepBoHaYanbHOro 3anpoca, ecaun bonee
KOPOTKWI CPOK He yCTaHOB/eH $eaepanbHbiM 3aKOHOM, MPUHATLIM B COOTBETCTBUM C HUM
HOPMaTMBHbIM MPABOBbIM aKTOM MW LOrOBOPOM, CTOPOHOM KOTOpPOro Anbo BbirogonpuobpeTtatesem
WY NOPYYMTENIEM MO KOTOPOMY ABAAETCA CYObEKT NepCoHaNbHbIX AaHHBbIX.



5. CybbeKT nepcoHanbHbIX AaHHbIX Bnpase 06paTUTbCA NOBTOPHO K ONepaTopy UAK Hanpasutb emy
MOBTOPHbIN 3aMpPOC B LEAAX NONYYEHUA YKa3aHHbIX B N. 1 cBeAEHWI, a TaKXKe B LLe1AX 03HaKOMAEHUA C
06pabaTbiBaeMbIMMN NEPCOHANbHbIMM AaHHbIMK A0 UcTedeHnsa 30 AHel, B Cyyae, ec/im Takme CBeaeHun
n (nnm) obpabatbiBaemble NEPCOHaA/bHbIE AaHHbIE He BblAN NPeaoCTaBAeHbl eMy A4/1A 03HaKOM/IEHUA B
nonHom obbeme No pesysbTaTam PacCMOTPEHUA NepBoHavaabHOro obpatieHus. MoBTOPHbIM 3anpoc
AONIXKEH coaepraTb 060CHOBaHME HanpaBAeHNA NOBTOPHOro 3anpoca.

6. OnepaTop BrnpaBe 0TKa3aTb CyOBbEKTY NePCOHaNbHbIX AaHHbIX B BbINOAHEHUM NOBTOPHOTO 3aMnpoca,
HEeCOOTBETCTBYIOLLErO YC/IOBMAM, NPeayCcCMOTPEHHbIM M. 4 1 5. Takol 0TKa3 A0/1XKeH ObiTb
MOTUBNPOBAHHbIM. OBA3aHHOCTb NpeAcTaBAeHMA AOKa3aTeNbcTB 060CHOBAHHOCTU OTKasa B
BbINO/IHEHMW MOBTOPHOrO 3aNpOCca NEKUT HA onepaTope.

7. I'IpaBo Cy6'b€KTa NepPCOoHa/IbHbIX AaHHbIX Ha AO0CTYN K €ro nepcoHa/ZibHbIM AaHHbIM MOXET 6bITb
OorpaHM4eHO B COOTBETCTBUU C d)e,ﬂ,epaﬂbelMM 3aKOHamMu, B TOM HNCne ecnn:

1) o6pa60TKa NepCOHaNbHbIX AaHHbIX, BK/1O4YaA NepCoHa/ibHble AaHHbIE, NO/Iy4EHHbIE B pe3y/ibTaTe
OﬂepaTMBHO-pO3bICKHOV1, KOHTppa3Be,£l,bIBaTe/'leOI71 n pa3BEAbIBaTEHbHOV1 OEeATENbHOCTH,
OCyLLeCTBNAETCA B UENAX O60p0HbI CTpaHbI, 6esonacHoCTH rocyaapcrtBa U OXpaHbl NpaBonopAaKa,;

2) 06paboTKa NepcoHanbHbIX AaHHbIX OCYLLECTBAAETCA OpraHamu, OCyLLECTBUBLUMMM 3adepiKaHne
cy6beKTa NepcoHasbHbIX AaHHbIX MO MOA03PEHUIO B COBEPLLEHMUM NPecTynaeHus, 1Mbo
npeabABMBLIMMU CYBbEKTY NMepCcoHanbHbIX AaHHbIX 06BUHEHME MO YyrosioBHOMY Aeny, A(nbo
NPUMEHUBLIMMU K CYBBEKTY NepCoHasbHbIX AaHHbIX Mepy npeceyeHmns A0 npeabasaeHUa 06BUHEHMS,
33 UCKNKOYEHNEM NPeayCMOTPEHHbIX YrOA0BHO-MPOLLECcCYaibHbIM 3aKOHOA4AaTEeNbCTBOM PoccuiicKol
denepaunn cnydaes, eCau A0NYCKaeTcA 03HaKOMAEHME NOA03PeBaemMoro Uam o6BMHAEMOro C TaKUMn
NepcoHanbHbIMU AaHHbIMU;

3) 06paboTKa NepcoHaNbHbIX AAaHHbIX OCYLLECTBASETCA B COOTBETCTBMM C 3aKOHOAATE/IbCTBOM O
NpPOTUBOAENCTBMM NleranmsaLlmm (OTMbIBaHMIO) 4OXOA0B, NOAYYEHHbIX NPECTYMHbLIM NyTEM, U
$UHAHCMPOBaHWIO TEPPOPU3MA;

4) poctyn cybbeKkTa NepcoHasbHbIX AaHHbIX K €ro NepcoHasibHbIM AaHHbIM HapyLLIAEeT NpaBa U 3aKOHHble
NHTEPECHI TPETbUX INLL;

5) 06paboTKa nepcoHasibHbIX AaHHbIX OCYLLECTBAAETCA B C/y4anX, NPeayCMOTPEHHbIX
3aKoHoAaTenbcTBOM Poccuiickoin ®epepaumm o TpaHCNOPTHOM 6e30nacHOCTY, B Lensx obecneyeHums
ycTonumBoro n 6e3onacHoro GyHKLMOHMPOBAHUA TPAHCMNOPTHOIO KOMINJIEKCA, 3alLMUTbl MHTEPECOB
JIMYHOCTH, 0BLLLECTBA M rocyAapcTBa B cdhepe TPaHCNOPTHOTrO KOMIM/IEKCA OT aKTOB HE3aKOHHOTO
BMeLlaTeNbCcTBa.

OTBEeTCTBEHHbDIN 33 OopraHunsauuto O6pa6OTKM NepCoHa/IbHbIX AAHHbIX B:

- 000 «TAMMA>» - bennHckasa Hapexaa HukonaesHa



